Windows - Mandatory Smartcard Self-Enroliment Process

Before getting started:

e Connect to the JPL Network. If you are working remotely, connect via Pulse Secure Full
Tunnel VPN. If you are on-lab, connect to JPL Net.
e Insert your Smartcard Badge into your Smartcard Reader connected to your computer.

Note that depending on the size of your screen, you may see similar windows overlap, but you can drag
the top window to the side to reveal the other windows’ content then continue self-enrolling.

1. InSoftware Center, under Applications Category, select Smartcard Enrollment.
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2. “Installing” Smartcard Enrollment will launch an internal website to validate Smartcard and PIN
functionality.
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3. A brief dialog box will appear with the following instructions.
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If you're connected to the JPL network, Chrome

will open. Select your personal certificate when
.) prompted, sign in using your PIN, and then
answer the question on the popup window.

4. When prompted to select Certificate, choose the one issued by U.S. Government.
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5. Enter your PIN when prompted.
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6. See Perseverance (Landing Page)
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7. You will be prompted to confirm or deny that you were able view Perseverance (Landing Page).
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If you don't see a prompt for your certificate, entering your
PIM, or the expected website, please check your open Chrome
windows before answering.

8. If Perseverance was not viewed, skip to step 14. Choosing yes will display the following prompt.



B PIM Cache Check

In order to ensure your PIM is cached on the system for future
initial logins, your screen will now be locked,

Unlock it using the PIM by clicking SIGN IN OPTIONS and
selecting the SmartCard icon.

9. You will be prompted to unlock your system using your Smartcard and will need to change the
logon method to utilize your Smartcard.
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11. Unlock your system by entering your PIN.
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12. Next, you will be asked if you unlocked successfully you’re your PIN.
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13. If your system was not unlocked using Smartcard/PIN combination, skip to step 16. Choosing
yes will display the following prompts.
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Your SmartCard-mandatory login process is complete. If you
have any guestions, please contact the Unified Service Desk at
4-HELP
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If you see the message above, you are Smartcard Compliant and no further action is required!

14. Failure to see Perseverance (Landing Page) and selecting NO to step 8 will prompt you to call the
ServiceDesk for assistance.
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Please call the help desk at 818-354-4357 [4-HELF) for
assistance in getting your smartcard issue resolved.

15. Followed by the Smartcard FAQ webpage.
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16. Failure to see unlock your system using Smartcard/PIN and selecting NO to step 13 will prompt
you to call the ServiceDesk for assistance.
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Please call the help desk at 818-354-4357 [4-HELF) for
assistance in getting your smartcard issue resolved.

17. Followed by the Smartcard FAQ webpage.

oL JPLIT | NASA Smartcards

DIRECTORY AND
AUTHENTICATION SERVICE

= Home
= White Pages Look-up

JPL PASSWORD

Change Your Password

Get 3 JPL Password
Checklist for Password Reset
Strong Password Guidelines
Challenge & Response

TWO-FACTOR
AUTHENTICATION

= RSA SecurID Tokens
= Smartcards
= Virtual Smartcard

x

+

= O X

& C @ dirjplnasa.gov/pivfag.php o » e :

\_J P I_ |T ‘ The Lab’s Information Technology Resource and Service Gateway

Mandatory Smartcard

General FAQs

2P NS R W N

-
=2

1
1
1
14

WM

What if I lost/forgot my badge once passwards are disabled for system login?

What is my smartcard PIN and what do I do if I forgot my PIN?

Can I change my PIN and does it expire?

‘What if I do not have a smartcard badge?

Do I need to leave my badge in the smartcard reader the entire time I'm using my system?
Can I still log in to multiple systems concurrently?

Do I still need to maintain my JPL Username and Password?

Does my Smartcard expire? What about the credentials?

Wil I still need to use my smartcard to login to NASA web applications that require it?
How can I view and manage the certificates on my system?

. Why am T asked for a password after logging in with my PIN?

. Howr can I apply for a exemption or lien?

. What is the policy regarding taking your Smartcard Badage on foreign travel?
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